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Report: EMVO Blueprint Workshop
	Name and position:
	Stephanie Kohl, Policy Officer

	Name of the project/meeting:
	EMVO Technical Workshop Blueprint System Architect end user ID/external library 

	Date and place of the meeting:
	29th August 2017, Orega Leopold, Rue du Commerce 123, 1040 Brussels (Belgium) 11.30 to 16.30


	Purpose of the meeting:
	Meeting between EMVO, representatives of the NVMOs as well as pharmacists from Norway, Portugal and Spain sharing their views on the use of an external library within the Blueprint System.


	Was it upon invitation, if so from whom:
	EMVO

	Present at the meeting (name people):
	50 participants – representatives of NMVOs, EMVO secretariat and stakeholders, wholesalers, pharmaceutical companies, representatives from national pharmacy associations (NO, ES and PT)

	Outcome of the meeting:
	Before handing over to Paul Mills (EMVO) who elaborated on the different design structures of repositories, Andras Walter (EMVO) stressed that the meeting was seeking to determine if the solutions presented by Norway, Spain and Portugal would be compliant with the blueprint system and the Delegated Regulation (DR).
Paul presented the opinion of the Commission concerning Norway’s request relating to an alternative solution for the identification of the wholesalers and pharmacies connecting to the national repository system. The Commission replied that the proposal of connecting through a "wholesaler/pharmacy hub" that is external to the national repository is unfortunately not in line with the letter or the spirit of the DR for the following reasons:

· Art. 32(2) requires that the territory of a Member State is served by only one national repository. So, the use of different databases or hubs for implementing the DR is not in line with the DR, unless those databases can be shown, both legally and in practice, to be separate components of the same national repository system.

· Art. 25(3) requires individual pharmacies to connect to the repositories system via their national repository. Hence connection thought an external "hub" that is not part of the national repository is not legally possible;

· A "wholesaler/pharmacy hub" that is external to the national repository would not fall under Member State supervision as it would be outside the scope of Art. 44. This is certainly not desirable or in line with the spirit of the DR.

After elaborating on the Commission’s reply, Paul explained the functioning of the following four repository designs:
(1) End users directly connected to NMVS; NMVS holds ID information of each end user

(2) End users connect to NMVS via a conduit; NMVS holds ID information of each end user

(3) End users connect to NMVS via a conduit; conduit holds ID information of each end user

(4) Hybrid solution - End users connect to NMVS directly or via a conduit; NMVS holds ID information of each end user

In accordance with Paul’s interpretation of the Commission reply only options 1, 2 and 4 could potentially be used by NMVOs. Jurate Svarcaite (PGEU) disagreed with Paul especially in light of the second part of the Commission reply which Paul had not presented earlier. In this part, which addresses the storage of the full identity in the national repository, the Commission clearly highlighted that anonymisation of end user data is acceptable, provided that the information necessary to de-anonymise such data and make them meaningful is stored in the repository. Furthermore, Jurate stressed that PGEU only signed off on the blueprint solution, because the other EMVO stakeholders assured that the blueprint solution is flexible enough to accommodate national particularities (such as the wishes of Norway, Portugal and Spain to anonymise end user data).
A one hour discussion started with Francois Bouvy (EFPIA) attacking Jurate and her members present at the meeting. Paul tried to intervene by insisting that the EMVO Stakeholders should start naming the issues that they have with each other so that everybody could move on. The discussion moved in circles with Jurate insisting that blueprint allows for the anonymization of end user data and Francois accusing her of putting him and his members at risk, since the DR makes industry liable for the design of the medicines verification system. Their discussion was occasionally interrupted by Johan Verhaeghe (Medicines for Europe) who supported Francois and by Lutz Schuette (Phoenix Pharmahandel GmbH) who tried raising the point that a conduit solution as mentioned by Paul would in his opinion be in line with the DR. The discussion ended after Monika Derecque-Pois (GIRP) suggested to give France the floor to present its current progress.

France elaborated on its progress and highlighted that the NMVO is currently at crossroads because they still need to determine how they want to connect end users. In addition, the NMVO has not yet considered if anonymization is an option.
The Norwegian Pharmacy Association brought forward their idea to use pseudonymisation. End user data would be anonymised through the use of an ID (i.e. Pharmcy 1, Pharmacy 2, etc.). The identity of each end user linked to the ID would be stored in a secured database that is included in the national repository. The data could only be accessed by means of a “key” which would be kept by the owner of the data (i.e. the pharmacists) and handed to the national authorities. Francois found this suggestion inacceptable since it would exclude other stakeholders from the possibility to identify end users. Paul insisted that the double encryption presented by Norway was not necessary since the system in its current form had enough security measures in place to prevent unauthorised users from accessing end user data (i.e. reports containing end user data would only be distributed to a pre-determined group of persons). A representative of the wholesalers that favoured Norway’s idea stressed that the possibility of hacking into systems still remains and thus double encryption seemed a very secure way to protect data from unauthorised access.
Another round of discussions started with Francois accusing Jurate of supporting unacceptable ideas of her members and Jurate accusing EFPIA and Medicines for Europe of violating the trust of the other EMVO stakeholders. Paul tried again to get to the bottom of the discussion by questioning EMVO stakeholders about the reasons for their distrust, but he did not get an answer. Lutz Schuette (Phoenix Pharmahandel GmbH) continuously interrupted each speaker to highlight that Norway’s idea does not violate the DR and hence could be considered. In addition, he tried to urge speakers to stick to the topic of today’s meeting. To end the discussion Andreas gave Spain the floor.

Span’s hybrid solution would involve the use of the already existing pharmacy system “Nodofarma Verification”. It was explained that all Spanish community pharmacists are connected via Nodofarma which also complies with the different legislative requirements on national and regional level in Spain. The Nodofarma system would be incorporated in the national repository. Its incorporation would be less costly since community pharmacists could keep their current IT systems. In addition, it would ensure that the end user data of pharmacists is protected against unauthorised use, since Nodofarma anonymises user data before leaves the repository.  
A similar solution was presented by Portugal which also wants to incorporate the Portuguese pharmacy system in the national repository. The pharmacy system would store user data securely and anonymise it when interacting within the national repository. Andreas voiced again his concerns about the use of a pharmacy system within the national repository to which only one stakeholder – the community pharmacists – has access.
An evaluation of the suggested designs, as mentioned in the agenda of the meeting, did not take place since Andreas kept insisting that the systems presented by Norway, Spain and Portugal violate the blueprint approach, while the representatives of these countries kept arguing in favour of the solutions presented by them.

The meeting was closed after Andreas offered to continue discussions unilaterally with the representatives from Norway, Spain and Portugal since no consensus could be reached.


	Impact for EAHP (if any):
	The data protection suggestions from PGEUs Norwegian, Portuguese and Spanish members are very interesting. However, only the Norwegian system could potentially be used by hospital pharmacies since the other 2 systems rely on pre-existing portals which are only used by community pharmacists.

	Follow up needed?
	The EMVO Secretariat wants to continue the discussions bilaterally with Norway, Spain and Portugal in order to present more information on this topic during the next EMVO Board Meeting (19th September). Thus, EAHP will be in a position to follow-up due to our presence at the board meeting.
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