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BACKGROUND AND IMPORTANCE

The increasing digitalization of hospital processes has significantly improved traceability and efficiency but has also 
increased vulnerability to cyberattacks, particularly ransomware. Implantable Medical Devices (IMDs) require strict 

traceability for patient safety, regulatory compliance, and medical device vigilance. In case of information system (IS) 
outage, the IMD circuit is highly exposed, potentially compromising continuity of care and traceability.

AIM AND OBJECTIVES

This work, part of the COPIL DMI 

action plan, aims to design, 

implement and test a structured 

degraded procedure ensuring 

continuity of IMD supply, 

traceability, and ordering in case 

of major IS outage or cyberattack.

MATERIAL AND METHODS

RESULTS
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Multidisciplinary working group

- Hospital pharmacy : pharmacists, pharmacy 
technicians, quality risk manager

- Operating room managers
- Digital Services Department (DSN)
- Hospital quality department

Critical steps identified 

using Failure Mode, Effects, 

and Criticality Analysis 

(FMECA)

Design of the degraded 

process and procedure

Procedure tested in a 

simulated information 

system outage scenario

The FMECA performed on 10 key steps of the IMD 
circuit identified 6 high-risk steps with a criticality score 
of 32. Most of these critical failures were related to loss 
of access to digital reference databases, breakdowns in 

inter-system communication (DXCare®, Magh2®, 
Gildas®, EDI), and disruption of computerized order 

transmission and validation.

The degraded procedure, based on paper 
documentation and offline Excel® databases, ensured 

minimal operational continuity during the simulated 
outage. However, the simulation revealed a threefold 
increase in processing time (30 minutes per order vs. 

10 minutes under standard conditions), associated with 
increased manual workload and a higher risk of 

transcription errors.

CONCLUSION AND RELEVANCE
The IMD circuit is highly dependent on hospital information systems and therefore particularly vulnerable 

during cyberattacks or major outages. Implementing and testing a degraded procedure is essential to ensure 
continuity of care and minimal traceability compliance. Such preparedness must be integrated into 

institutional risk management strategies, with strong collaboration between pharmacy, clinical departments 
and digital services. Future steps include integration into the hospital Business Continuity Plan and regular 

simulation exercises.


