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AIM AND OBJECTIVES MATERIAL AND METHODS
This work, part of the COPIL DMI - Hospital pharmacy : pharmacists, pharmacy
action plan, aims to design, technicians, quality risk manager

- Operating room managers

implement and test a Strucu.erd - Digital Services Department (DSN)
degraded procedure ensuring - Hospital quality department
continuity of IMD supply,
traceability, and ordering in case c .

of major IS outage or cyberattack.

RESULTS

Implant Traceability Check by the
Pharmacy Technician

Tools Used Traceability by Operating Room

Computer

Traceability in the Excel® Order
Register

USB drive:

- Excel® extraction of DMI from

Sédistock® DMI Stock Extraction from Sédistock®

for Stock Tracking
- Excel® extraction of suppliers

from Magh-2°®

The FMECA performed on 10 key steps of the IMD
circuit identified 6 high-risk steps with a criticality score
of 32. Most of these critical failures were related to loss
of access to digital reference databases, breakdowns in

inter-system communication (DXCare®, Magh2®,
Gildas®, EDI), and disruption of computerized order
Order Reception transmission and validation.

Fallback Hospitalis® Solution via Traceability in the Excel® Order
Hospisecu if Internet is Available Register by Reception Staff and

Traceability Agents The degraded procedure, based on paper
documentation and offline Excel® databases, ensured
minimal operational continuity during the simulated
outage. However, the simulation revealed a threefold
increase in processing time (30 minutes per order vs.
10 minutes under standard conditions), associated with
increased manual workload and a higher risk of
transcription errors.

- Excel® extraction of products
from Magh-2°®

- Word® purchase order

- Downtime procedure for the
DMI supply pathway

Word® Purchase Order Generated
by Mail Merge

BON DE COMMANDE




